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 SEQ CHAPTER \h \r 1Form to Describe Sensitive Data Security Plan

For the Use of Sensitive Data Files from

The UNC STARx Program

Data Files Stored on a Macintosh Computer Connected to a Network

All requests for Data Files must include the following information.

I. General Information

1. List below the name(s) and responsibilities of the investigator(s) and the research staff (students, research assistants, and programmers) that will have access to the Data Files. Changes in personnel require that this information be updated.

2. Each project participant must sign a separate security pledge to be included with the contract. As new personnel are added during the period of this contract an amended Attachment C and new security pledges must be obtained and sent to The UNC STARx Program. A security pledge form can be found under Attachment D. Please copy for each participant. 

Number of security pledges included:  ____________

3. Only one complete copy of the STARx Data Files is permitted; however, time-delimited temporary Data Files Analysis Files may be created. Temporary Data Files Analysis File(s) must be deleted every six months and recreated, as necessary, to complete analysis.  Temporary Data Files Analysis Files should be deleted upon completion of a project. 

All temporary Data Files Analysis Files will be deleted ___________ and ___________ every year.

                                                                                month                    month
4. STARx Data Files, including temporary Data Files Analysis Files or subsets of the Data Files, may not be copied to other media such as CDs or diskettes to be used on other machines and platforms. All STARx Data Files must remain in the same secure location as the one copy of the original STARx Data Files.

_________ I agree to this condition.

Investigator initial

5. The time frame for analysis of the Data Files should not exceed three years from the date that Data Files originally were sent to the investigator. Research projects requiring the Data Files for more than three years should submit annual requests for continuation three months prior to the end date of the current project. Data Files, paper and electronic, shall be destroyed on that date unless prior arrangements have been made with The UNC STARx Program.

Data Files analysis time frame:   ________ to ________.

                                                                 End date required.

II. Detailed description of computer system where Data Files will be stored and analyzed
1.
What type of hardware/operating system will be used?

2.
What is the physical location of the hardware?

3.
How are backups handled, and how will STARx Data Files be excluded from the backup routine?

4.
Who has physical access to the equipment?

5.
Who has permission to use the equipment?

6.
Is the equipment used by other projects?

7.
Where will hard copy info be printed?

8.
How will hard copy Data Files be handled/stored/discarded?

9.
What is the secure storage location (building, room number, and type of storage unit) of the original Data Files CD?

III. Security system to prevent unauthorized access to the Data Files

The following are minimum steps that should be taken to secure your Macintosh computer that houses the STARx Data Files if your computer is connected to a network. Please indicate below each security step you have implemented. Please write a short explanation if you can not implement a specific step.

Physical Security of a Macintosh Computer on a Network

1.
I configured the computer to boot from the hard drive only. I am not allowing the computer to be booted from the diskette or CD-ROM drive.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

2.
I secured the computer on which the STARx Data Files resides in a locked room, or secured the computer to a table with a lock and cable.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

Controlling Access to the Data Files

1.
I turned off the auto-login feature and I require individual user accounts for anyone using the system.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

2.
I restricted access to the STARx Data Files to project personnel using the security features available via the operating system (e.g., login via userid/password and ACLs permissions).


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

3.
I require strong passwords.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

4.
I activated a screen saver with password after three minutes of inactivity.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

Protecting the Data Files from Unauthorized Access across the Wire

1.
I avoid using the root account, and use the sudo command instead.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

2.
I will leave all unneeded services (e.g., file and web sharing, remote logins, and FTP sessions) turned off.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

3.
I will maintain all OS and application security patches.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

4.
I installed antivirus software and will keep the virus definition files updated.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

5.
I disabled all scripting capabilities in my email client (e.g., Visual Basic Scripting or Javascript).


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

6.
I enabled auditing and will check the logs frequently.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)

7.
I implemented a corporate, hardware, or personal firewall.


___ Implemented    ___ Not Implemented (please explain why, if not implemented)


Name of firewall:  _______________

Please list any additional steps you have taken to prevent unauthorized access to the Data Files.

___________________________

Investigator (or system administrator) initial
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